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ABSTRACT

In seeking to edablish a virtud organisation of globaly digributed patners to repidly
undertake a particular busness opportunity utlisng e-commerce tools, trust between the
paticipants and trust in the technology is needed. However, this normdly takes time to
develop, s0 a modd that condders how risk is assessed in the development of trugt is
extended to make joint comprehengive risk andyds and risk management a practical short-
term dterndive to the assgnment of trud.

INTRODUCTION

During the implementation of a multi-nationa collaborative research project seeking better
Informetion and Communication Technology (ICT) tools and operationd methodologies to
support the establishment and operation of regpidly formed globd virtud enterprises, a
number of human factors, induding the cregtion of trust, were consdered. Generdly, trust
tekes some time to build, but here we were seek to fadt track the establishment of
uccessve virtud entaprisss each one possbly having a different combination  of
participants, to pursue market opportunities as they arise. Whilst the development of one-
to-one trus might be fadlitated by anumber of processes, for example, via the indusion of
a mutudly trused third paty, in a many-to-many reationship, such processes may not be
effective. In addition, trus in the technology used to rdiably and securdy shae
information around the world was noted as an issue. Some of the proposed ways of dedling
with theissue are discussed.

Howing from the premise that trus is a risky busness it is argued in this paper that the
joint identification of risks and the joint devdlopment of arangements to manage risk may
be an acceptable way of rgoidly moving forward with a complex collaboration in the
absence of time to develop appropriaie levels of trust. An exiding modd enunciaied in the
context of truging others within an organization is modified;, with some risk management
processes being added to minimize the extent of exposure and to provide rgpid feedback as



collaboration proceeds. This subsequently provides a history supporting the development of
trugt (or otherwise) in the longer term.

FAST-TRACKED COLLABORATION ASA VIRTUAL ORGANISATION
A “Virtud Organistion” may be characterised as inter-enterprise business cooperation
where individuad enterprises mesh their core competencies to edtablish a vdue chan that
exactly meets a specific cusomer demand. When that cusomer demand has been fulfilled,
the “Virtud Organisation” is decommissoned. The virtud organisation is therefore highly
agile compared to conventiond, rigid supply chains Essentidly, this arangement can be a
means of achieving economy of scae advantages for knowledge-based core competencies’.
This is the characterisation being adopted in an international research collaboration,
GLOBEMEN (Van den Beg, Anagtasou, Tolle and Dahl-Pederson, 2000), that examines
tools and practices needed to regpidly form and operae Globd Manufacturing and
Engineering Enterprise Networks.
An example of a virtud organization is the Audrdian marketing Company, Audmine
(Augmine 2000) tha offers specdty sarvices supporting the mining industry  worldwide.
The company itsdf has no red assets and employs only a few people, but more than 100
paticipating companies are able to access more than $AUD 1 billion in export sdes each
year through Augmine. Business opportunities may be directed to a spedific participating
company, or a group of participaing companies may get together to offer a comprehensve
package of services.
Past collaborative practices such as those observed in the home-building indugsry and in
filmmaking, have tended to rdy on co-locaion of the paticipants and on a Sgnificant
local subcontractor base of criticdl mass for example Hollywood in Cdifornia (DeFillipi
and Arthur 1998). Today's virtud organisations do not have these redtrictions as large scade
collaboration can be fadlitated any timelany place usng information and communications
technology. For example, “open sourceg’ organisations of voluntary contributors have
supported the rgpid development of unique software products such as Linux (Markus,
Manville and Agres 2000), smply using the Internet as an integrating medium.



Globa trend-gpotter, Naishit (1998) sees this form of organisation becoming the norm for
dl but the large multinationd companies. His own organisation is reported as having four
full imeemployees, but more than 50 collaborative projects.

PRECURSOR NETWORKSAND COLLABORATION ATTRIBUTES
Whilg virtud organizations may be formed quickly, they ae often formed between
organizetions that were previoudy aware of each other, often from precursor networks (for
exanple Augmine). Studies of inter-organisationd networks (Centrim 2000) suggest they,
inturn, are formed for one of anumber of generic purposes.
1. to edablish supply chains working to add vaue to, and speed the ddivery of
products and services
2. to assamble collaborative innovation networks creating new products and services
3. to edablish learning networks that help increese the knowledge of ther members
within a specific technology or manegement practice
Networks generdly focus on edabdlishing a portfolio of draegicaly important, vaue
adding patner competencies, excduding fredy avalable products and sarvices. Having said
that, the drength of a paticular patner may be in providing these things efficiently and
economically to the network through pre-exising supply chain dliances
Networks aso require collaborative work practices for their operation. Such practices are
becoming more common in a vaiety of contexts and are the subject of research in many
pats of the world. Some obsarvations aisng from an internationd workshop that show-
cased awide variety of collaborations (University of Melbourne, 1999) are:
understand if a collaboration is market driven (for a specific commercia purpose) or
vaue driven (to achieve a sodd god). Differences between collaborators must be
aurfaced and respected, but an overarching common agenda must be wholeheartedly
agreed. The need for a “powerful st of reinforcing motivaions, incdluding a share in
the collective success’ was dso obsaved by Markus, Manville and Agres (2000) in
sudying open source networks.
the ill-sst for managing in a collaborative environment is different from the
sillsst for managing in a compeitive environment, even though the common



objective may be for the partners to compete as a group. New kinds of risks
asociated with increased inter-firm dependencies and power sharing need to be
aurfaced and managed. There is a need for active “bridging” between the
participants.
there are dgnificant cods in managing the interdependencies. Be sure that there is a
benefit that more than offsets these cogts
unexpected conflicts can  aise within  the paticipaing organisstions as
collaborations can cream off the bet people from an organisation, making it
difficult to sudan the “home basg’. There is evidence that people within the
collaboration may identify with it rather than with the “home basg’, and thet people
within the home base may regard collaborators as distant and dlitis.
successful  collaborations rdy on rdationships between key individuds and can
only be st up quickly if these rdlationships pre-exist
recognize that the nature of learning within a collaboration can change with time
for example initidly edablishing a common “language’, laer on edablishing
common decisorrmeaking practices.
the arangements and tools for implementing a paticular venture and monitoring
progress will depend on the nature of the venture. For example, some of the tools
important in an innovation collaboration may not be nesded a dl in a leaning
collaboretion.
In summary, there are new practices to be established, and new risks to be managed
Markus, Manville and Agres (2000) have found from the study of open source networks
that the successful ones have d o evolved sdf governance arrangements, induding;
membership management (the ability to ensure there is a managesble number of
high qudity contributors)
rules and inditutions that members adapt to their own individud needs
the ability to monitor, and sanction, members behavior
reputation as amoativator and control mechanism
shared culture, values and norms of behavior



effective work dructures and processes, such as task de-compostion and project

management

technology for communication and coordination, and norms about how to useit.
Whilgt obsarvations like these can be used as a kind of checkligt of issues to be dedlt with in
esablishing a paticular collaboretion, it can be seen that a number of potentid metters of
conflict relaed to behavior and risk have to be dedlt with.

SOME ISSUESOF TRUST
In both edablishing pre-cursor networks and in rapidly establishing a collaboration for a
particular project, the author has obsarved that building trust greatly faclitates the surfacing
of common gods and practices Eferred to in previous paragraphs. At the early stages of the
GLOBEMEN research project, there was some discusson of trust and how it must be built
from long-term relaionships (Globemen 2000). It was noted that this might be inconsgtent
with the notion of dynamic Virtud Enterprises formed with globdly digributed partners. In
later discussions, buying competencies on the open market via e-procurement and changing
suppliers rgpidy was mentioned. It was noted that these practices introduce new risks
associated with the ability to evauate vendors. Pre-qudification of potentid suppliers was
discussed, noting that pre-qudification is an added expense and that switching-costs are
high.
In some indudries, pre-qudification is the norm. For example in the Audrdian home-
building indugry, a building company is assessed and licensed by a Stae Government to
give some assurance of competency to a consumer. Such builders often provide potentia
cusomers with commendations from past dients This provides some de-facto history to
support an assessment of risk and trust. From a business-to-business perspective, Van den
Beag & d (2000) sugges there are four generic leves of trug, the levd depending on the
higory available, as shown in Table 1 below.
In conddering date of the at ICT methodologies (Van den Berg et d, 2000), it was noted
tha some nonttechnicd ocondderations induding trug in the rdidbility of the new
technology ae crudd to the success of e-commerce tools from both a product
performance and from atotd system rdiability point of view.



Tablel. A characterisation of levels of trust

LEVEL OF TRUST BASISOF TRUST

(HIGHEST) IDENTIFICATION BASED | PROOF OF PRO-ACTIVE ACTION
TRUST

KNOWLEDGE BASED TRUST OWN EXPERIENCE

REFERENCE BASED TRUST EXPERIENCE FROM OTHERS

(LOWEST) CALCULUSBASED TRUST | 3™ PARTY ACCREDITATION

Ward (2000) dso suggests formd compliance tedting and accreditetion in the context of
network security and peformance, and notes that in assessing risk from a busness
organization point of view, higher risks can only be assocaed with higher rewads to
support shareholder objectives.

Bush (2000) observed that the levd of trust in a customer-supplier rdaionship and the
Srategic importance of the supplier influences the bads of that rdaionship (Table 2).

Table 2: Theinfluence of leve of trust on supplier reationships

STRATEGIC IMPORTANCE OF THE

SUPPLIER
LOW HIGH
LEVEL OF TRUST | HIGH SUPPLIER SUPPLIER
IN THE CERTIFICATION DEVELOPMENT
RELATIONSHIP
LOW PRICE-BASED DEVELOPMENT

RELATIONSHIP OF TRUST OR
SEARCH FOR
SUBSTITUTES

Put another way, the exposure and perceived risk influences the action taken. This was
observed in an Audrdian agrospace company that the author had been involved with.
Multi-year purchesng agreements with fixed prices and unique supply arangements were



negotiated with edtablished suppliers of readily avalable consumables (such as office
upplies). More complex drategic dliances, induding joint R&D efforts, were negotiated
with key suppliers of production input materids In these cases the action taken was
influenced by both supplier history and levd of exposure.
It is suggested here that factors influencing trudt, related to the formation and operation of a
collaboration that mugt be formed quickly, may be viewed and managed from a number of
perspectives, asfollows.
manage rdaionships Underdand the collaborative nature of the rdationship, enunciae
and manage the mutud technology, schedule and qudity dependencies. One-on-one
joint ventures will have different interdependencies than a one-ortmany network where
there may be some redundancy in the membership competencies and cgpacities This
would require that the motivation for participaing and the outcomes expected by the
paticpants to be openly shared in edablishing a competible set of common-interest
god s that will focus decisons made throughout the project.
manage change. Gain acceptance by dl participants that each one may have a different
reason for joining the Virtud Enterprise, that each may operae differently and that the
busness environment will be continuoudy changing. Understand that mogt participants
will only wish to share pat of ther totd knowledge base and that ther busness
priorities may change over time. A change in the drcumdances of one patner may
donificantly impact the others. Deding with these issues requires some spedid
interpersond  competencies and  environmenta  monitoring  skills to spot trends and
issues ealy 0 tha they can be confronted. It is noted that these capdbilities are
independent of the information and communications technology system in use.
manage Rik. Build on some ressarch a the Audrdian Graduate School of
Management (Hackman and MclLan, 1994), which illudrates some trus and risk
linkages to higory and extent of exposure. It is suggested that a common focus on risk
identification be agreed. If this is done, then an appropriate risk management drategy
might be devised to compensate for the fact thet there is no time initidly to build trugt.
Thisview will be pursued further in this paper.



THE DEVELOPMENT OF TRUST

Hackman and McLan (1994) see truding others in an organisdtion as involving risk-taking.
In this context, they define trus as “interaction with a spedific other who is able and
willing, given a choice, to act in the trustors best interests. The trusted other can be ancther
person impacting through their behavior directly on the trusor or a person goplying
procedures and therefore impacting indirectly on the trustor”. They point out thet trust is
both powerful (supporting people to act when there is little information for guidance) and
fragile (if a trustor experiences negaive consequences). It is based on percaved smilaities
with past Stuaions and on some feedback process. This feedback process may initidly be
via others as such information tekes time to acquire. Both of these bases require some
higory to exid. It was ds0 noted that the percaved impact of a decidon to trust someone
would influence an individuds gpproach to managing risk, with more risk being acoepted if
the consequences of falure are trivid. The discusson ealier in this paper on supplier
accreditation (Table 1) and exposure (Table 2) reflect this Stuation.

Hackman and McLan (1994) present a process modd of trust and rdated risk factors in
organizations (Figure 1).

Figurel. A processmodd of risk and trust in organisations
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Three factors influence the risk and trust assessment process: higorica information (whet is
known about past outcomes in Smilar gStuations), risk propendty (is the assessor risk
averse or risk seeking) and Stuationd control (is the trustee free to act in the best interests
of the trustor).

The choice of action is influenced both by the risk/trus assessment made and by an
organisation’s norm, imperatives, and control systems. Action may be to avoid risk, re-
dlocate the risk, or set up arangements to manage risk. Feedback on outcomes will
influence risk/trust assessments made on the next occasion.

USING RISK MANAGEMENT TO SUBTITUTE FOR TRUST

Utilizing the concept of Hackman and McLan (1994), it is suggested here that if there is no
time to build trust between cooperating organisaions (no “higoricd informetion” exists),
then jointly identifying risks and managing them may be a viable dtendive Potentid
collaborators are unlikely to dedare that they do not trust each other, but by sharing ther
experiences of potentid risks, concerns may surface in an inoffendve way and dternative
management actions discussed. Where the paticipants are geographicaly separated, and if
there are ggnificat culturd differences, it is suggested that a dructured process facilitated
by an intermediary may be ussful. A dructured process thet “maps’ the past experience of
the paticipants and others in rdated Stuaions, conddering what might go wrong in a
paticular project phese or with paticula technologies might subditute for the missng
“higoricdl  informetion” and highlight arees where the collaboration may be dggnificantly
exposed. For example, what if one key partner suddenly cannot sarvice the needs of the
collaboration in a timey way, or what if the ICT sysem chosen does not interface properly
with dl partners?

As trug is built through these joint discussons (noting that this requires an effective
feedback and evaudion process), the risk management process may change (less frequent
reviews). What that management process is & the sart will depend on the “risk propensity”
and the “gtuatiiond control” of the paticpants Risk-tolerant participants may be
comfortable relying on informa review processes Risk-averse paticipants may be more
comfortable with comprenensve contract arangements Large companies may be



condrained by internad “rules’. Smdler companies may be condrained by the potentid
impact of participation on ther limited resources.

A STRUCTURED APPROACH TO RISK ASSESSMENT FOR VIRTUAL
ORGANISATIONS

Zhou and Nett (2000) present a dructured gpproach to risk assessment in a virtud
organisation environment by representing a virtud enterprise as a project team. Three
components are combined in their goproach: an enterprise architecture which provides a
life-cycle representation of physca, people and information/control systems aspects of an
organisation as an over-arching framework to prompt questions about potentid risk arees a
eech project dage a dandad risk assessment methodology; and some potentid  risk
menagement responses. The methodology is the Audrdian and New Zedand Standard on
Risk Management (1995), which egtablishes the context, identifies risks and andyzes risks
a different dages of the life cyde in a virtud manufacturing enterprise. This gpproach
supported the “mapping” of potentid risk areas — where they might occur and what might
bether impact.
Potentid risk management responses are touched on, but not explored in this paper. They
were seen as.

Avoid risk by not proceeding with the activity

Trandfer the risk to another party

Reduce the likelihood of occurrence

Reduce the consequences
As a pat of a totd project management methodology, the U.S. Project Management
Indtitute (1996) tackles risk management by conddering the sub-tier components of: risk
identification; risk quantification; risk response development; and risk response control.
Posshle inputs, tools and techniques and outputs are identified for esch of thee
components. The US Software Enginesring Inditute adds another pardld adtivity:
communicate — provide informetion on risky activities current risks and emerging risks as
aproject movesthrough itslife cyde.



It is suggested here that the risk quantification component mentioned above is important
both in its linkage to making judgments rdating to trust and to the ultimate choice of action
taken. Some work done in another Audrdian research project (Couchman 1990) suggests
that the dgnificance of risk to a budness is linked to its exposure typified by the
conceptua measure of (probability of occurrence) X (severity of impact). This work dso
used asmple framework to characterize types of risk asfollows:

Risk to the project budget, schedule or objectives

Sources of risk

Technicd

Non-technica such as resources, processes, organizationa or relaionship factors

DISCUSSION

There ae some percaived dmilarities between the trus modd (Figure 1) and the risk
asessment models described above that will now be discussed. Both draw on higoricd
experiences in some way during the assessment process Risk quantification (and hence
impact) is seen as important and feedback processes are seen as important. Assgning trust
(following an assessment process) and building trust (via a feedback process); choosing
appropriate management drategies that contain risk; and managing risk throughout the life
of a proect ae dl sen hee as important in edablishing and operdting a virtud
organisaion. A view that combines these mgor eements with sub-tier components is
shown in an adaptation of the Hackman and McLan (1994) trust modd (Figure 2).

Hackman and McLan (1994) discuss the influence of extent of exposure on trus and
choice of action, but they do not include it in ther modd. It has been added here with
linkages to a risk identification process We see that formd risk management practices,
goplied in a number of project management contexts that would be condgtent with
esablishment of a virtua organization, would achieve two things possble sources of risk
would be identified, then the likdihood of ther occurrence and potentid impact would be
asesed. The choice of action to be teken, for example redrict participation in the
collaboration, transfer the risk to another party, or reduce the likelihood of occurrence may



then be used to develop a risk containment plan that is regularly assessed as the project
proceeds.

Figure2. Elementsof trust and risk in avirtual organisation
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Going through a process of risk identification and planning, contanment drategies hep to
edeblish a culture of sharing experiences and undersanding the concans of different
paticipants. It is suggeted here that, combined with publidy avalable background
knowledge about potentid collaborators, this process hdps to edtablish higory that builds
trust as the collaboration matures. Trugt is built on pogtive outcomes and actions taken for
the common good, and inhibited by negative outcomes By jointly identifying risks before
they become issues and by managing them for the common good, a pogtive environment



can be edablished even if the issues to be dedt with are difficult. In the context of the
modd presented here, an improved feding of Stuationa control is engendered.

Within an organisation the author had been involved with, a number of draegicdly
ggnificant innovation network collaborations had evolved over time and a high levd of
trust exiged between the collaborators in that context. Recently however, some discussons
have teken place regading the extenson of the collaboration network into a marketing
network that would offer a wider range of services beyond the current scope of interaction
and beyond the cgpability of any one participant. It was intended that after the arrangement
was initidly edtablished, that membership could be expanded. Despite the well established
higory of working together, which supported a genedly postive response, most
participants wanted to address new issues of potentid risk. Some only wanted an asociate
relationship and to offer services on the current project-by-project beds, as they saw a risk
that any other arrangement might be regarded by stakeholders in their business as excluding
the provison of sarvices to others (too risky, so withdraw). Some were concerned about
protecting any intellectua property that might be shared and wanted to set up a contractud
framework for further development of the concept (enhance gStuationd contral). Others
wanted to have a meeting to darify gods and practices and to meet some of the people that
would condition the “organisationd influences’ agpect of taking action.

By consdering these responses in the context of Figure 2, these different responses made
sne, and by surfacing the underlying percaved risks, a risk containment plan could be
developed.

CONCLUSIONS
There is evidence that a levd of trugt is necessary to support rapidly formed collaborative
relationships. However, trugt takes time to devdop and can be initidly fragile. In seeking to
quickly egtablish virtud organisations that leverage the functiond competencies of globdly
digributed participants utilisng e-commerce technologies this issue must be confronted.
The centrd issue is tha in datempting to quickly edtablish a new business rdationship,
some people may be offended by another person quedioning ther trusworthiness. It is
suggested here that potentid colldborators may be more comfortable with jointly



identifying risks to be managed, even if those risks seem to be remote, and then jointly
deve oping strategies to confront those risks.

A mode of trust previoudy developed on the premise that “trud is a risky busness’ has
been adapted to integrate risk management processes with it to enable these processes (thet
can be quickly edtablished) to initidly provide an dtemndaive to the progressve building of
trud. It is suggested here that the process of jointly identifying potentid risks and reflecting
on how to ded with them, can gart to build trust from the beginning of virtud enterprise.

Different levels of trust can be built from spedfic pro-active initigives gating with some
third party accreditation process and concduding with the experience of a number of
mutualy beneficid transactions To support the building of trugt, communicaion must be
persondised and intimate, frequent (even if there are no issues to report) and complete (no
urprises laer). It is dso noted that the nature of reaionships established with suppliers
will vay from an ams-length price-based rdationship (low trugt) to a joint development
rlationship (high trust). While dl of these rdaionship atributes have to be worked &,
leedership remains an important issue in the operation of virtud enterprises basicdly mede
up of “volunteers’ that have become interdependent
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